@) eEUBlockchain

Observatory and Forum

Central Bank
Digital Currencies and
a Euro for the Future

St b 3+ B
h lockch b 1{/‘;2 §

~ Commission



@) eEUBlockchain

Observatory and Forum

Updated June 28" 2021

Ao

St %

il wTRasoFT - R ez

INTERNATIONAL

treme™™ 1 BITFURY \\/w mre  Uroaner

%
zic

G
= RESELRCH

Page 2 | 85



. Bank Digital Currencies @ E U BlOCkChCIin

Observatory and Forum

N ‘g,\- the Future
U

About this report
This is the second of a series of reports that will be published addressing selected topics in accordance with
the European Commission priorities. The aim is to reflect on the latest trends and developments and discuss

the future of blockchain in Europe and globally.

This report, prepared by the new team leading the EU Blockchain Observatory and Forum, aims to present
Central Bank Digital Currencies (CBDCs) and design options for a digital euro.

This report has been produced by the EU Blockchain Observatory and Forum Experts Panel and team.

EU Blockchain Observatory and Forum team:

1 George Giaglis, Lambis Dionysopoulos, Marianna Charalambous, University of Nicosia
1 Nikos Kostopoulos, loannis Vlachos, Tonia Damvakeraki, INTRASOFT International
9 Zalan Noszek, Andrii Sovershennyi, Kyrylo Chykhradze, Bitfury
1 lordanis Papoutsoglou, Konstantinos Votis, CERTH.
Note

While we have done our best to incorporate the comments and suggestions of our contributors where
appropriate and feasible, all mistakes and omissions are the sole responsibility of the authors of this report.

Disclaimer

The information and views set out in this publication are those of the author(s) and do not necessarily reflect

the official opinion of the European Commission. The Commission does not guarantee the accuracy of the

data included in this study. Neither the Commission noa
be held responsible for the use which may be made of the information contained therein.
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Chapter 1. An Introduction to CBDCs

SECTION 1.1: OVERVIEW AND DEFINITIONS

Central bank digital currencies (CBDCs) have grasped the interest of central banks, policy makers, regulators,
industry, and the general public, especially over the past year. The number of central banks actively engaging
in CBDCs in one way or another, has increased from one third in 2018, to almost 90% as of March 2021.

This report aims to provide a foundational understanding of CBDCs, the factors that necessitate their issuance,

and an overview of the events leading up to relevant initiatives, public tests and live implementations. We focus

on a European CBDC (henceforth also referred toast he 6édi gi t al tkeeudesmid Jpace af itse x pl or
possible future implementation.

The digital euro as the next evolution of the euro

Europe has a long history of developing and refining the infrastructure that underpins the European economy

and enables an interconnected union. The introduction of the euro as the common currency of the Eurosystem

in 1999 was accompanied by the establishment of a Real Time Gross Settlement System for Europe. TARGET,

as it was called, was developed as an efficient, safe, and reliable mechanism for the settlement of euro
payments that woul d support the ECBO6s monetary policy
markets (European Central Bank, 2005).

In May 2008, TARGET was succeeded by TARGET2. The new system enabled even faster and more secure
payments in addition to other advancements by replacing the decentralised structure and inconsistent
technological frameworks of the first iteration in favour of a Single Shared Platform (Deutsche Bundesbank,
2018).

The TARGET Instant Payment Settlement, or TIPS, was introduced in 2018 as an extension to TARGET2.
TIPS was a direct response to address the growing consumer demand for instant payments without
reintroducing the complexity and fragmentation of national solutions. Among other upgrades, this new iteration
offered even faster payments, enhanced resilience, and the ability for settlements in other currencies.

The common denominator of each new advancement is the promise of further speed and efficiency in
payments, costs savings, pan-European coverage, and additional features to address the modern needs of
consumers and the Central Bank. A European Central Bank Digital Currency, or digital euro, would be the
next step in this evolution. By potentially tapping into new technologies and possibilities developed and
nurtured in the open blockchain space, as well as innovations honed by the wider private sector, a CBDC can
be a definitive step towards ensuring that the Eurosystem remains current in the rapidly changing global
landscape. A lot of questions remain open as to its characteristics and specificities of its issuance. However,
before we explore the available design space, we must first establish a more detailed definition of CBDCs and
the digital euro.

Defining CBDCs and the digital euro
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A Central Bank Digital Currency, as the name suggests, is a form of digital money that is issued by a central
bank. For a value medium to be considered a CBDC it must fulfil both requirements simultaneously ( CT ur ® et
al., 2020). By this definition, CBDCs are not an entirely novel concept. Commercial banks in Europe, the US,
and most of the developed world are required to hold a minimum amount of cash, as well as deposits with the
central bank in the form of reserves. These reserve accounts fulfil the definition of a CBDC presented above,

as they are digital representations of value, recorded as a liability of the central bank and an asset for the
commercial bank.

The novelty of CBDCs and the digital euro relies on two primary factors, namely the extent to which this digital
liability of the central bank is made available to the private sector and the types of technologies and systems
to facilitate its implementation and additional innovations. The technological design space and options are
explored in-depth later in this report. In terms of CBDC availability, there are two models:

1 Wholesale CBDCs pertain to the expansion of the reserve model described above to include other legal
entities besides commercial banks, whether those are financial institutions or otherwise. In such a model,
a CBDC would be reserved for commercial banks and other institutions appointed by the central bank to
facilitate payments, remittances, and even the settlement of other financial instruments.

1 Retail CBDCs are a form of legal tender denominated in the national currency, to fulfil the necessary
functions of money, serving as a medium of exchange, store of value, and unit of account, all while
constituting a liability of the central bank and asset of the private sector, meaning individuals, households
and businesses.
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SECTION 1.2: THE CASE FOR CBDCS

While a detailed study of the rationale behind issuing a CBDC is beyond the scope of this report, we will
highlight some key issues below: payment efficiency and security, inclusion, financial sovereignty, and the
futureproofing of economies.

Payment efficiency and security

Cash remains the preferred medium for exchanges today, with a 2019 ECB study reporting that it was used
for 73% of Point-of-sale (POS) transactions and amounted to 48% of the total value of POS payments (down
from 78% and 53% respectively from 2017). Its tangible nature, speed, and lack of fees make it convenient for
local payments, and the instant transfer of value is favoured by consumers and retailers alike.

What will be the most common form of

However, international and non-cash payments have grown significantly, payment In 20307

following the exponential rise of ecommerce. From 2018 to 2019, the

aggregate number of electronic payments in the euro area increased by

8% (EC, 2020) to a total of approximately U100 billion with a total value of

more than G160 t rtimnd, redortsirom fidkns suthreg EYs
(Bellens, Lloyd and Hamish, 2020) have outlined the changing sentiment

towards digital payments. In a relevant survey (Figure 1), top financial

leaders from around the world highlighted that, by 2030, mobile payments

will dominate the market, followed by biometric and digital asset-enabled

payments. Payment system companies already report large increases in

the transaction volumes of most online retailers. Indicatively, ACI

Wo r | d wrelel@nbresearch (ACI Worldwide, 2020), showcases a 74%

increase in transaction volumes for select sectors, while (Adyen, 2021) g | e payments through devices and
reports an increase of 30% to 50%. wearables

B Biometrics = facial recognition,
. . ) . . fingerprinting, retinal scanning
With the continuous shift from cash to electronic transactions the g crptopayments

operational robustness of payments as a whole relies increasingly on = cards
credit and debit card networks, e-money providers, and point-of-sale

Figure 1 The Future of Payments
schemes. Source: (EUBOF)

Depending on its characteristics and infrastructure, a CBDC can support

(Riksbank, 2021) the resilience and efficiency of the payments system by expanding services previously
reserved for the commercial banking system to the wider private sector. With a new or improved technological
infrastructure (RTGS/DLT) a CBDC can improve resilience. In addition, a CBDC tied to real-life identities could
also increase payment security and prevent money laundering and terrorist financing. The level of
pseudonymity/anonymity can even be adjusted according to the specifications of the central bank, enabling
even a digital alternative to cash, in terms of anonymity.

Inclusion

To the extent that a CBDC can act as medium for pseudonymous/anonymous payments, it could address
the consequences of the declining use of cash (Bank of England, 2020a), while at the same time promoting
financial inclusion. In a scenario where cash is gradually phased out, it is reasonable to assume that
commercial banks and other for-profit institutions might find it fruitless to expand their services to financially
excluded groups, such as the unbanked. A substitute of cash is critical to ensure that the most vulnerable
parts of our societies are not deprived of access to our economies. Regardless of whether the use of cash
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declines further, a CBDC could extend financial services to the 1.7 billion unbanked of the world (Asli
Demirguc-Kunt et al., 2017) (26% in Europe, (EC and TNS Opinion & Social., 2016)). To achieve this, some
minimum infrastructure would be required, notably Internet, computers and/or smartphones.

Financial Sovereignty

Central banks face two distinct types of risks that have the potential to directly threaten their financial
sovereignty. Those relate to monetary policy inefficiencies, and the rising competition from alternatives
developed in the private sector.

Since the Great Recession of 2008, central banks have had to resort to rather unconventional methods, such
as negative interest rates and quantitative easing. A CBDC can add new weapons to the arsenal of a central
bank to facilitate monetary policy and address future crises.

Central banks may also face increased competition from the open blockchain space and the private sector

when it comes to the monopoly of money creation. The proliferation of cryptocurrencies, such as Bitcoin and

stablecoins, is one such source of possible competition. The emergence of privately-issued digital assets, such

as Facebookds Diem (formerly known as Libra) i s anoth
central banks, may push a central bank to rethink its own position regarding the CBDC phenomenon.

Futureproofing

Depending on its technological infrastructure and availability, a CBDC can also accommodate for trends that
will define the future of payments and finance.

Indicatively, the concept of programmable money, largely nurtured in the decentralised space, can allow a
CBDC to operate according to complex conditions and rules. This can in theory allow for a greater degree of
flexibility, as well as novel features that cannot be implemented otherwise. Programmability of money and
interoperability with other digital systems can allow for the convergence between the Internet of Things and
value systems, enabling new forms of commerce, such as machine-to-machine (M2M).

SECTION 1.3 THE GLOBAL CBDC COMPETITIVE LANDSCAPE

There are a number of conventional reviews of the state of various CBDC projects, such as

the Bank for International Settlements Summary (Auer, Cornelli and Frost, 2020), the Central Bank Digital
Currency (CBDC) Tracker, and the CBDC World Map. This section does not intend to duplicate those,
particularly as significant updates occur on a weekly, if not daily, basis. But for convenience, here are brief
summaries of the major CBDC players, ordered by their current standing as world reserve currencies.

Traditional Players

United States of America

Internal review and discussion efforts for a dollar-based CBDC have been underway for some time. More
recently, in August of 2020, The Federal Reserve Bank of Boston announced its collaboration with MIT to
research and explore digital currency and build a hypothetical CBDC (Federal Reserve Bank of Boston, 2020;
MIT, 2020). After the FederalReser ve 6 s April 2021 police meeting Chair ma
more important to get it (CBDC) right than it is to do it fast or feel that we need to rush to reach conclusions
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because ot her count r i(Wall Street Iourmalp2021n The Enitesl StdtesdSecurities and
Exchange commission recently suggested the existence of dollar-based private sector stablecoins was in
some sense a counter to China's explicit alliance building. (Wilson, 2021).

European Union

In its October 2020 Report on a digital euro, the European Central Bank stated its position on CBDCs, which
includes the following key phrasing: "While the Eurosystem would always retain control over the issuance of a
digital euro, supervised private intermediaries would be best placed to provide ancillary, user-facing services
and to build new business models on its core back-end functionality. A model whereby access to the digital
euro is intermediated by the private sector is therefore preferable." (ECB, 2020b). It has also partnered with
Bank of Japan in general exploratory efforts which emphasize "Balancing confidentiality and auditability in a
distributed ledger environment."

Bank of Japan

The Bank of Japan announced a one-year trial of a digital yen (Ledger Insights, 2021), as follow on to its
earlier position paper (Bank of Japan, 2020). There has also been joint work with the ECB as noted earlier.

Bank of England

The Bank issued a position paper in 2020, and in April 2021 organized an exploratory task force. No pilots
are underway (Bank of England, 2020a, 2021).

China

Based on information that is publicly available, China's digital yuan is the most well-advanced among leading
central banks. This is because of multiple factors. First, its progress in putting the CBDC into public use
(Areddy, 2021), efforts to integrate with leading social media offerings such as WeChat, and the breadth of
its alliance making with other central banks, as exemplified by its recently announced m-CBDC effort (BIS,
2021), involving SAMA/UAE, Bank of Thailand, and HKMA.

Bank of Canada

Project Jasper is the Canadian banking industryds
most other central banks were giving CBDCs the attention that they are now giving it. Participants in the project
consisted of the Bank of Canada and private banks in Canada and were intended for inter-bank value or money
transfer in a somewhat decentralized setting. In one of the initial phases, a private version of Ethereum was
utilized. The project then moved to R36s Corda sol
utilized in the form of a notary node operated by the Bank of Canada. The project utilized digital signatures to
verify the authenticity of information. Privacy was maintained among members by participants only having
access to transactions that were relevant to them. Private market participants used newly created objects
called Digital Depository Receipts (DDR). These were created in exchange for Canadian Dollars. Both are
central bank liabilities but DDR was only valid within the scope and systems of Project Jasper (Bank of Canada,
2017, 2019).

Russia
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The Bank of Russia has issued a position paper. It specifically calls for a two-tier system: "The selected target
model is a two-tier retail model which assumes that the Bank of Russia is both the issuer of digital rubles and
the operator of the digital ruble platform. At the same time, financial institutions open electronic wallets for their
clients and perform operations over these wallets on the digital ruble platform. Households and businesses
will be able to access their digital rubles through any bank where they are serviced." (Bank of Russia, 2021).

Other players with a smaller footprint in terms of their role on the international stage but notable for their
activity include:

Hong Kong Monetary Authority

Hong Kong Monetary Authority (HKMA) and Bank of Thailand (BoT) embarked on a collaborative project to

enable faster cross-border payments. Initial research by the HKMA focused on retail CBDCs and found that

the payment channels were fast enough for their expectations. However, larger transfers of funds between
corporations using the correspondent banking model were considerably slower and therefore caused friction

in trade. It was found that much of the friction arose from the number of steps involved in transferring funds

from one jurisdiction to another. HKMA and the BoT embarked on a proof-of-concept to see if these frictions

could be reduced (Bank of Thailand, 2021). Th ey adopt ed Co rrddach R3, farrts bbockphain s e p
solution. Cordabés product wutilizes a not ar gentalpanksem o f
of both nation states will be involved in the management of the transfer of capital. This shared management is

utilized since neither currency has a dominant status over the other. This is unlike the US Dollar where foreign

central banks maintain a substantial part of their foreign reserves on accounts at the Federal Reserves. The

Federal Reserve does not share accesst o t hese AT accounts. o0 Whereas for
sembl ance of a fishared T accounto is necessitated. Con
both banks have shared management. The HKMA is now proceeding to partner with other nations including

the Central Bank ofthe UAE t o further pursue this solution. TBhey ar
new Innovation Hub program.

Project Ubin (Temasek - Monetary Authority of Singapore)

This wholesale (inter-bank) effort is notable for its alliance-making, including with the Bank of Canada (Bank
of Canada, 2019; Monetary Authority of Singapore, 2020), and its willingness to "unbundle the digital currency
stack" in order to promote broader adoption (MAS proposes oO6unbundl i Rg21)di gi t al c

Saudi Arabia & UAE

This effort is not a general purpose/retail CBDC - it is a wholesale or commercial bank CBDC. The reason why
this is being done is because it is likely there is no centralized balance sheet unlike the Federal Reserved s
balance sheet where other central banks hold accounts. This earlier work is in some respects superseded by
the recent announcement of coordination with Thailand, HKMA, and the yuan digital currency effort (Kuhn,
2020; BIS, 2021).

Eastern Caribbean Initiative, (DXCD)

Though small in terms of the size of its money supply and traditional market, this effort has the distinct
advantage of having already launched. In operation since 31 March 2021, it also integrates multiple different
national entities, giving it a practical edge in alliance building (Bharathan, 2021; ECCB, 2021). EU members
might also find it interesting historically because it was one of the examples studied as a model for the
formation of the Euro itself.
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Bahamas

For the sake of historical completeness, the Bahamian Sand Dollar is widely regarded as the first official launch
of a CBDC, though its scale is obviously quite small relative to the other initiatives outlined above (Wilson,
2020).

Framing an Evolving Landscape

So how do we frame the competitive landscape for CBDCs in a way that suggests its evolution? We begin with
a conventional view, based on the assumption that CBDCs will simply function as linear extensions to the
underlying fiat currency.

The conventional view. See Figure 2 (next page).
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Figure 2 Percental Composition of Currencies of Official Foreign Reserves. Source: [1]

This graph communicates nothing if not stability. Over the past two decades The USD and EUR have held
dominant primary and secondary positions, respectively, with a somewhat gradual trend toward tertiary players
gaining modest significance.
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COMPLETENESS OF VISION ——» As of September 2020 © Gartner, Inc

Figure 3 Indicative Gartner Magic Quadrant - payments Source: Gartner (October 2020)

But this may not be a reliable predictor. Rather, let us view the various proposed and current CBDC projects
from the perspective of early-stage startup companies entering a rapidly expanding new market. Doing so
heightens our sense of the fluid nature of the space. On the one hand, legacy players seek to extend their fiat
currencies into a new but adjacent market in the digital realm. On the other hand, entirely new digital startups
without the backing of a nation-state are focused on new features to attract users to their currency. One might
initially think that the incumbents have an overwhelming advantage of scale and the ability to legislate required

use cases, such as the payment of taxes in the currency, and that of government employees, as well as the
ability to regulate the startups. However, what has mattered in the past may matter less in the future. As Jamie
Dimon, CEO of JPMorgan Chase, recently wrote: "Fintech's ability to merge social media, use data smartly and
integrate with other platforms rapidly (often without the disadvantages of being an actual bank) will help these companies
win significant market share” (JPMorgan Chase & Co., 2020). While Mr. Dimon is describing the looming
competition between upstart fintech and incumbent banks, it is an apt description of the closely allied
ecosystem that exists between fiat currencies, cryptocurrencies and other money-moving rails.

The Gartner Magic Quadrant view and similar two-axis scatter plots of companies have become a staple in
assessing emerging markets, particularly for assessing disruption and opportunity. To ease the reader into this
kind of thinking an example is included as Figure 3, in this case for meeting solutions, something we are all
familiar with due to the pandemic.

In this example, Gartner has made a crucial judgment: namely, that completeness of vision and ability to
execute will prove the two most important dimensions for predicting success in the space. Those who occupy
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the upper right quadrant are, in that view, the most likely to be successful over the long term. It should come
as no surprise that Zoom, which comes out as a market leader, would use this graph in its marketing materials.

We suggest its use to spur conversation about how the CBDC space may evolve. Of course, the choice of
axes is subjective. Chosen well, however, these axes reflect both the correctness of a company's vision as to
the determinants of market dominance, and that company's relative strengths. Hence, our graphs have both a
subjective (choice of axes) as well as a somewhat more objective (publicly available data on those variables,
is subject to interpretation) aspect to them. It is important, therefore, to understand that the graphs we provide
below are only two of an infinite number of ways to frame the competitive landscape. Nevertheless, we believe
it serves as a helpful starting point to begin a debate about how the EU should consider entering and
responding to the threats and opportunities in this space.
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Reserve Currency Dominance (2020)
Figure 4 Reserve currency vs. potential for disruption Source:[1]

Figure 4 was constructed to weigh traditional measures of strength against those three characteristics cited
earlier by the JPMorgan Chase CEO Jamie Dimon. Namely, social media integration, new value-added
features, and network effects. Our assignment of values on this axis is necessarily subjective, but is designed
to reflect actual progress rather than inherent ability.
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One key aspect of this competitive landscape is to recognize that there are two distinct types of players. Since
at least Bretton Woods in 1944, the traditional nation-states have worked both competitively and cooperatively
to bolster their currencies as an instrument of monetary policy. Beginning with the creation of the IMF, the
World Bank, and coming down to the present with ongoing organizations such as the G7 and the G20, this
landscape has evolved within a rather well-defined set of rules, organizations, and meetings among the leading
players.

What is unique now is that this universe has some new entrants that are not part of this system. Specifically,
note that some of the projects that will be presented below might not comply with the definition of a
CBDC as defined by the report. For this reason, we call these non-sovereign actors the uninvited guests.
This is not intended to be pejorative, but rather a somewhat whimsical way of suggesting that the dynamic is
rapidly changing. These new entrants are not nation-states at all but must be taken into account by the
incumbents if the fiat currencies wish to prosper. They simply cannot be ignored and excluded from the
discussion. We briefly introduce a sampling of non-sovereign actors, representative of a vast array of entrants.

Non-Sovereign Actors

Bitcoin and its ecosystem (e.g. Lightning)

Bitcoinbds appeal dtaleadyeistsnandhas opetated fdr averta decadea This is in contrast
to almost every other digital currency which is still &#apourwaredand faces an uncertain path to market. Bitcoin
has an easily recognizable brand, is already used by hundreds of millions of people and has a vibrant
ecosystem of service providers. By virtue of being stat

Other aspects of the digital currency that some users may find appealing are its algorithmic (and capped)
inflation schedule and censorship resistance. Bitcoin may therefore appeal to digital currency users who are
wary of the motives by some countries in introducing CBDCs, such as new policy tools enabled by
programmability, or economic surveillance.

That sai d, Bitcoinbs decentralization has its drawbac
consumption (and environmental impact) of its consensus mechanism is can be considered severe. Having a
fixed inflation schedule also makes it vulnerable to severe deleveraging during a crisis, a lesson from other

f or ms onionfiechyadr dt hat the crypto faithful have yet to | ear
Ethereum
Insomeways,Et her eum begins where Bitcoin ends. One of Bitco

TXO. It is the subcomponent within the transaction that is ultimately spent or left alone. Bitcoin Core, the
codebase that a node operator might run, comes with a set of operations that one might use to not just merely
move TXOs around but to do some more complicated things with it. For example, one might, say, mandate
that a TXO, after signing it and moving it another block, can only be spent after a certain number of blocks
have transpired. This ability to script allows for some flexibility to users of Bitcoin but the actual possibilities
are quite limited, especially when compared with the plethora of high and low-level programming languages
that are available at present. To a programmer, it might appear like a limitation. And it is, by design.

This is where Ethereum comes in. It allows for a much richer set of instructions, including simple but dangerous
things (in a dec e sditwaell o gldedwtorn here is that usérs dt Ether@um can set up
more complicated instructions that can be activated i
because another set of instructions kicked off and so on. With layers and layers of abstraction, one then
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eventually ends up with smart contracts and decentralized exchanges.

However, this level of complexity comes with a cost. Bitcoin, in a way, gives equal weight to the price (in terms

of satoshis/byte) regardless to differing instructions. This could not be allowed in Ethereum as it would allow

for, among other things, malicious or harmful (though not intentionally malicious) instructions to execute.

Ethereum miners have a limited supply of computing power and just like anything else in the world, to

economize for a limited supply of something, a price is set. In this instance, the price of instructions is set using

a term called fAgaso fees. I't is best thought of as 't he
(in terms of Ether) is not sent with a set of instructions, then instruction stops - circumscribing the problem of

malicious or otherwise harmful instructions.

Ethereum is also different from Bitcoin in other ways. Where Bitcoin evolves slowly but surely, Ethereum

changes rapidly and sometimes it is not clear to users whether the changes are positive. A Af ul | nod

containing al/l of Bitcoinbs transaction and bl ock dat:
corresponding node, an f a7T® fofispaeel Finally, dveede,oneaniglat gt find & o v er

figurehead for Bitcoin (although some claim to be), one will find one in the persona of Vitalik Buterin for

Ethereum.

Finally, Ethereum plans to be different from Bitcoin in other ways. It wishes to move to a Proof-of-Stake model

of consensus as opposed to the Proof-of-work model that exists. It also wishes to use techniques like
Afishardingdo that allows different f un-chaimsaovhilsstiltbeingfaldeh ar d o
to interact with other sub-chains. The path forward for Ethereum is exciting but also risky. Those two things,

of course, go hand in hand.

Stablecoins

Introduced to address some of the volatility of cryptocurrencies while maintaining most if not all of their
"desirable" characteristics, stablecoins are tied to a conventional currency, such as the dollar, euro, or a basket
of currencies. They purport to offer the stability and familiarity of a traditional currency with the frictionless and
programmable promise of cryptocurrencies. There are both decentralized deployments, such as Tether, and
privately issued global stablecoins such as Diem and JPM Coin in the works.

Tether is notable as being the largest stablecoin by market cap, and perhaps surprisingly as having the largest
daily volume of any cryptocurrency, exceeding even that of Bitcoin and Ethereum (Oluwapelumi, 2021). While
it has been the subject of controversy because of suspicions that it did not maintain dollar assets equivalent
to its liabilities, there has been recent progress in that area (Kharif, 2021; Tether, 2021).

Diem (formerly known as Libra), which has not launched, is notable for its global ambition. This is largely
substantiated by its affiliation with Facebook and the prospect of being able to immediately be accessible to
its nearly 3 billion active users, of which nearly 2 hillion are daily users (Statista, 2021). And while concerns
about the scale of its impact and negative sentiment surrounding Facebook, particularly in US Congress
circles, has impeded its progress to date, the potential still remains (Wikipedia, 2021a).
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Figure 5 Market cap vs. rate of growth. Sources: [1][2][3]

Our choices for the last graph are likely to be controversial. First, comparing the market cap of a cryptocurrency
such as Bitcoin, with the market cap of the euro can certainly be criticized as comparing apples to oranges.
The trading volume of cryptocurrencies is miniscule compared to traditional currencies, and so some sort of
velocity-adjusted market cap might be more appropriate. Similarly, the five-year growth rates of fiat currencies
are largely a reflection of the growth of their underlying economies. Leading cryptocurrency growth rates, in
comparison, are astronomical over the past five years, with Tether an outlier even among outliers. But we can
think of no other way to compensate for the tendency among incumbents, in any industry, to neglect
exponential growth from small competitors until it is too late. In that respect, we judge the ability of these
cryptocurrencies to enter the upper right quadrant of the graph as well-depicted.

A Framework for Action

Central banks find themselves in a classic innovator's dilemma situation (Wikipedia, 2021b).They must
maintain their core user base against encroachment, both from other central banksdefforts to expand their
influence globally, and from non-sovereign actors. They have the advantage of incumbency and a large
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customer base. Yet the stupendous exponential growth of alternative currencies and the relentless innovation,
tie-ins to social media, and efforts to form alliances among less-established players willing to take risks is not
to be discounted.

Consider, by way of historical illustration, the case of Minitel (Minitel). Throughout the 1990s, Minitel, France
Telecom's offering, was a force to be reckoned with in the nascent e-commerce space. Backed by the de facto
imprimatur of the federal government, its end-to-end hardware/software solution included secure e-commerce,
connections to tens of thousands of businesses, and an essentially captive customer base of several million
users effectively imposed by fiat. Combined with its exponential growth, it seemed to many to have an
unassailable lead over the upstart, open-source Internet. After all, the Internet was nothing more than an
overgrown academic experiment, with no security, no official backing, and skepticism from the business
community.

Minitel made multiple efforts to expand internationally, drawing on the formidable strength of its success in its
home market, coordinating with sister organizations to France Telecom in other nations. And yet the Internet's
uncoordinated, decentralized growth rapidly dwarfed the Minitel effort, first overseas, and then within France
itself. Its last territorial redoubt seems to have been, at least symbolically, a group of dairy farmers who lacked
access to broadband in remote areas of the country (ABC, 2012).

Today, Minitel is but a footnote in history, completely overwhelmed by the Internet/ World-Wide-Web. Such is
the sobering story that should serve as a cautionary tale as various nations extend their fiat currencies into a
CBDC. Again, our point is certainly not to disparage the Minitel effort. In fact, the project is well-known precisely
because it did so many things right. But it did not win out. Similarly, while the euro brings many strengths to
bear in moving into CBDCs, we must at least consider the fact that it not just fails to expand its influence, but
finds itself in defensive retreat even within its own borders. Competition could come from other fiat currencies
or from or non-sovereign actors, who end up evolving more useful features or create dominating network
effects accelerated by strategic alliances, all at exponential rates that shrink the timeframe for appropriate
response.

How then, to respond? It is not our place to offer specific advice, but a framework for response is certainly
possible. First, do no harm. It may go without saying, but we will say it anyway: the stability of the financial
system within the EU is paramount. Continuing to do what central banks to date have done well, despite
challenges, is overwhelmingly the first priority. That being said, a CBDC creates the possibility of an innovative
ecosystem that can be built on top of a stable, well-managed currency. Here one should look to cultivate
relationships with the private sector beyond traditional banks to find new ways of creating value. Consulting
with companies that have successfully launched CBDCs, even if on a smaller scale, is also an obvious
accelerant to one's own activities. In addition, alliances become important, as network effects can extend well
beyond traditional geographies. These ecosystem-building responses require a skillset that is altogether
different from one optimized to maintain quiet stability, and should be dealt with structurally to avoid the crux
of the i nnov@Malk0®Y. di |l emma

One can raise concern without being alarmist. CBDCs offer an opportunity to increase the reach of monetary
policy, to create a platform on which value-adding applications can be built, and the ability to increase the
reach of the euro beyond its native boundaries. But the pace of innovation by other actors, both nation-backed
and private decentralized efforts, is relentless. And these other players will take no quarter. The days of well-
agreed territorial boundaries for currency usage and polite coordination among nation-states is ending,
superseded by a global race to redefine the medium of exchange and the future of money. Leaders would do
well to take note, as the race for the upper right quadrant is well underway.
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SECTION 1.4: THE DIGITAL EURO TIMELINE

The timeline for a digital euro begins in a joint statement by the European Council and the European
Commission on stablecoins in late 2019. The press release (EC, 2019) noted that the then-recent rise of
stablecoins underlined the significance of addressing consumer needs for fast, cost-effective, and efficient
payments and cross-border remittances. The possibility of a CBDC to address these was also mentioned.

Christine Lagarde, president of the ECB, has laid the foundations for a digital euro in her speech at the
Deutsche Bundesbank conference in September of 2020 (ECB, 2020a). Ms. Lagarde highlighted the changing
consumer sentiment towards digitalization, e-commerce, and electronic payments, further accelerated by the
COVID-19 pandemic, along with the rising competition to
disadvantaged position in the race. The issues of private money with weak connections to a sovereign
counterpart, and mobile payments controlled by private firms, were also emphasized as a potential threat to
financial sovereignty. A state-backed digital currency, widely trusted by the general public, was promoted as
an option for managing the risks of this digital transition while maintaining trust in the existing payments system.

At the same time, the European Commission was adopting the Digital finance package to ensure
competitiveness and stability in the Fintech sector. As part of that package, the Markets in Crypto-Assets
Regulation addressed cryptocurrencies that fell beyond the scope of existing European legislation and
introduced uniform rules for the treatment of stablecoins, leaving room for a pan-European sovereign
deployment as a viable alternative. A month later, in October 2020, the ECB published the report on a digital
euro (ECB, 2020b).To date, this report constitutes the most comprehensive analysis of the motives behind a
European CBDC and its desirable characteristics.

The analysis was released in conjunction with a request for public consultation on the characteristics of the
digital euro. Following record participation of more than 8,000 citizens and institutions, the results went public
in April 2021. The overwhelming majority of respondents promoted privacy and security as the two most
desirable features of a digital euro, as collectively they were highlighted in more than 60% of responses.
Accessibility throughout the euro area, no additional costs tied to the use of the new euro, and offline usability
were also promoted as close runner-ups. The importance of intermediaries as facilitators of innovative
services, smartphones for secure payments, and holding limits or other techniques to manage the amount of
digital euro in circulation, were also highlighted. The majority of respondents were men (87%), citizens of
Germany (47%), Italy (15%), and France (11%), with the remaining Member States accounting for between
1% and 5% of the total.

Joint statement of the
European Council &
European Commission on

global stablecoins

Dec 2019 Sep 2020 April 2021

Report on a Digital Euro

Results of public

Markets in crypto assets consultation with record
regulation (MiCa) participation

ECB President’s speech on Decision on the issuance

“Payments in a digital world” & launch of public of a digital euro
consultation

Figure 6 Digital euro timeline. Source: (EUBOF)
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Chapter 2: The Digital Euro Design Space

SECTION 2.1: CORE PRINCIPLES, SCENARIO-SPECIFIC AND GENERAL
REQUIREMENTS

The fiRepdigtdleuocm oa was published by the European Centr al
whil e acknowledging that #Ait is still too early to comr
characteristics for the digital euro. In this section, we examine these characteristics across three categories:

core principles, scenario-specific requirements and general requirements.

Core principles

The report lists 5 core principles that can be thought of as fundamental requirements for a digital euro, rooted
in the rules and processes that underpin the Eurozone. A digital euro must (1) be convertible at par with the
regular euro, and (2) controlled by the Eurosystem. Additionally, it should also (3) be available on equal terms
in countries of the Eurozone, (4) through appointed third parties, so as not to displace private solutions. Finally,
(5) it must remain a trusted solution by end-consumers.

Scenario-Specific Requirements

Furthermore, the report identifies seven specific scenarios that may require the issuance of a digital euro.
These include: (1) support of digitalization; (2) address the declining use of cash; (3) combat the risks of private
money creation; (4) expand the monetary toolbox; (5) improve payment system resilience; (6) strengthen the
relevance and international utility of the euro; (7a) facilitate cost efficiency, and (7b) environmental
sustainability.

1. More specifically, to support digitalization and increase usability, efficiency, and decrease the cost of
payments, a digital euro should borrow from state-of-the-art technologies developed in the private sector,
and be made available via standardised solutions throughout the euro area.

2. To further financial inclusion and counterbalance the declining use of cash, it is also crucial that a
European CBDC exhibits cash-like features, such as adequate privacy, security features, and no fees
attached to its use. This is to ensure that underprivileged and vulnerable individuals and groups are not
excluded from the economy.

3. Additionally, a digital euro should remain attractive and competitive when compared to solutions deployed
by private and foreign actors. By doing so will protect the global place of the euro and limit the influence
of money that is removed from the protection and guarantees of sovereign deployments.

4. A European CBDC also provides new ways to drive the economy towards beneficial outcomes, by offering
new monetary policy tools, and altering the transmission mechanism of existing systems.

5. Additionally, to strengthen payment resilience, a digital euro can also serve as a back-up system and
contingency mechanism for electronic retail payments in the case of a cyber incident, natural disaster, or
pandemic, thus increasing the resiliency of the payment systems and mitigate the associated risks. The
COVID-19 pandemic in particular showcased the need for resilience in digital payments. A European
CBDC could offer a parallel infrastructure to other payment solutions to overcome extreme events.
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6. A digital euro should also strengthen the international presence and utility of the euro through its
accessibility beyond the euro area. I n this contex
while remaining consistent with the objectives of the Eurosystem.

7. Finally, among the scenarios discussed in the ECBO®6:
as a vehicle for improving the cost efficiency and ecological footprint of the monetary and payment
systems.

General requirements

General requirements refer to desirable characteristics that ensure the relevance, prominence and interfacing
of a digital euro with existing systems and processes. The report identifies 5 such requirements, namely, (1)
the ability to control the amount of digital euro in circulation; (2) the need to coexist (cooperate) with other
market participants; (3) to comply with regulatory standards; (4) the requirement of safety and efficiency in the
fulflment of the Eur o s y s t e;nd) Bs agessbllity throughout the euro area through standardized and
interoperable solutions; (6) use outside of the euro area; and finally (7) cyber resilience.

1. To ensure the smooth operation of the existing financial system, and the non-disintermediation of the
commercial banking sector and other related actors, a digital euro should be appealing as a medium of
exchange, but designed to mitigate bank runs and other similar disruptive events that may result in large
capital shifts away from private solutions.

2. To facilitate for synergies with other market participants, a European CBDC should also be designed and
introduced following the acceptable standards and best practices in IT. Moreover, it should be available
equally across all the euro area countries via supervised intermediaries that leverage existing business
networks to ensure cost efficiency.

3. Additionally, a digital euro should comply with existing regulatory frameworks and Europe-wide
regulations. Despite central bank liabilities being subject to regulation and oversight, the Eurosystem
should strive to achieve compliance with existing regulatory standards, including those from the payments
area.

4. In addition to safety, the options for a European CBDC should be produced from a cost-benefit analysis
to ensure the efficiency and economic viability of the project. To facilitate additional cost-savings, non-
core services of digital euro should be left to supervised private entities.

5. To facilitate accessibility throughout the euro area, a digital euro should be made available through
standardized front-end solutions in all euro area countries, while at the same time achieving
interoperability with existing public and private payment solutions, including cash, and be accessible even
by those currently financially excluded.

6. Specific provisions should be made for the conditional use and access of digital euro by non-euro area
residents, that also ensure that volatile capital flows or exchange rates are within certain limits.

7. Finally, the digital nature of this new euro also necessitates its resilience to cyberattacks. As such, its
potential deployment should be through resilient and technologically sound channels to ensure fast
recovery times, security and data integrity.
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SECTION 2.2: DESIGN OPTIONS

Having explored the core principles, scenario-specific requirements and general requirements of a digital euro,
the next step is to outline the available design space and options.

Ouranalysisdr aws from a popular study by the Batecknolagyof | nt er |

retail central b(Auerland @dhige , 20R20). The paper tamstate®the needs of consumers to
corresponding design choices. The authors identify four areas of fundamental design choices, namely, (1)
AThe Architectureo, meaning the nature of ¢l aims of a
(2) AThe Infrastructureodo, or the dichotomy between a c
Access Technol ogeebanaacoumt brtoken-based méthed for verifying transactions and (4)
AThe I nterlinkageso, meaning whether a CBDC is for whe

analysis, we also acknowledge pre-existing as well as follow-up research.

In general, and in terms of the management of a CBDC, reports from academia and industry are in broad
agreement that this could be handled entirely by a central bank or through a collaborative effort that involves
the central bank, commercial banks, and even other financial institutions, with accompanying implications for
the nature of claims. Most relevant reports also showcase the debate of an account versus token-based
access method for CBDCs. Additionally, the dichotomy of real-time gross settlement versus a novel blockchain
or distributed ledger technology (DTL) as

the underlying infrastructure is another CBDC Design Space

prevalent and recurring theme in
literature.  Finally, other  satellite
considerations exist, such as the nature
and function of digital wallets to facilitate
the transfer of CBDCs, however, these
can easily be incorporated in one of the

previous areas. - g
¢ | B
From the above, we can denote that by Fi =
wide consensus, the most notable g
considerations when it comes to the -
design space of CBDCs, and in turn a E % 2
digital euro, necessarily include the g E
access method for authenticating and
verifying ownership and authorizing
changes, the ledger infrastructure for Account Token
recording transactions and  state Based Based
transitions, and finally, the management E-Own
of the technology stack and
accompanying liabilities. For this report
we will not consider the option of a Figure 7 CBDC Design Space. Source: (EUBOF)

wholesale CBDC, as in the words of the

ECBO6s presi dent Dwital veholesaleemoneyn ig motr néve asifbanks have been able to access
central bank money for decades. But new technology can be used to make settling financial transactions more
efficient. It also opens the possibility of a retail CBDC, which would be very innovative in that it would be
accessible to a wide audienced(ECB, 2020a). Simply put, an analysis of a potentail retail digital euro, is more
compelling, not only academically, but also pragmatically. Nevertheless, segments of the present apply to a
wholesale digital euro too.
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Evidence of Ownership i An account-based approach

We begin by examining how ownership of value and authorisation of transactions is proven and verified. In the
case of cash, this is often overlooked as apparent. Central banks, as issuers of currency, do not record
information on ownership or transfers. The simple possession of cash, whether that is euro, dollars, or
otherwise, serves as sufficient proof of ownership; and handing over said cash, as sufficient transaction
authorisation. However, the digital nature of a European CBDC necessitates digital solutions. This means that
it must rely on either an account or token-based system for ownership and transaction authorisation.

Modern economies largely operate on account-based systems, in which ownership of money is recorded in
databases and tied to strong individual identities. The most popular example of the are bank accounts. Account

identities are then carried throughout the entire payments system for proving ownership of funds and
authorising transactions, giving birth to the notion o f | am, therefore | ownao. A
could operate almost identically to commercial bank accounts and offer familiar features such as online money

transfers and POS payments with plastic.

Account-based Model

The party validator .
/) verifies account balances and

other rules to determine the EEE
EER

validity of the transaction m
lll| L.
mEEn
._

Figure 8 Account-based model Source: (EUBOF)

Accounts: “l am, therefore | own”

| am A, Transfer 1
from my account to

C's account o
I I - Execute if A's

can be verified

(in person or via
device/code)

Figure 9 Accounts: | am, therefore | own Source: (Auer and Bohme, 2020)

This approach is generally favoured for its relative simplicity, proven reliability, and interoperability with the
existing payment systems. Additionally, it may facilitate a smooth and cost-effective transition to a digital euro,
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as commercial and central banks already operate on an account-based system. However, it does little to further
financial inclusion and ensure anonymous and private digital transactions, although counter-solutions have
been proposed.

Evidence of Ownership i A token-based approach

The second option is what is commonly referred to as a token-based CBDC, a concept largely nurtured and
popularised in the open blockchain space and an attempt to replicate much of the functionality and features of
cash. In a token-based system, ownership of an asset, in our case the digital euro, is not necessarily recorded
in a database and tied to identity. A token-based system relies on the individual person or entity to perform a
set action, such as exhibit knowledge of a certain value. In the case of Bitcoin for example this action pertains
to producing a digital signature (Auer and Béhme , 2020). This is achieved through a pair of public and private
keys that are used to produce and verify digital signatures, thus acting like electronic fingerprints. Users sign
transactions using their private key which is to be kept secret. The validity of the transaction is confirmed when
the public key is compared to the signature generated by the private key. This allows anyone to verify the
validity of a signature, and thus transaction as long as they have access to the public key and signature.
Ownership of the private key enables full control of the underlying asset, similar to how ownership of cash
enables its full control. In that sense, a token-based digital euro could be considered a bearer instrument,
similar to cash but digital, requiring no identity ti
t her ef or ®keh-bagedvsysiems can either operate in a self-custodian manner, where end-users are
responsible for storing and managing their private keys, or through third party custodians, such as commercial
banks and other Payment Service Providers (PSPs). Intermediate solutions are possible with multisignature
(multisig) deployments.

Naturally, due to their reliance on cryptographic proofs instead of identities, token-based systems are favoured
for their privacy and accessibility and relative cash-likeness. However, besides the costs of adopting or

developing such a token-based infrastructure for a digital euro, open questions remain (that are addressed

later in the present document) about the implications of such a system for end-user fund management, know
your customer requirements, anti-money laundering, etc.

Token Based Model
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Figure 10 Token-based model Source: (EUBOF)
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Figure 11 Digital tokens: il know, therefore | amo Source: (Auer and Bohme , 2020)

Evidence of Ownership - the Account vs Token debate

While seemingly in stark contrast to each other, these categories do share some grey areas and the
categorization largely depends on the broader or narrower definition of the two. Indicatively, (Milne, 2018)
categorically argues that cryptocurrencies can be characterised as account-based systems, while (Birch, 2018)
establishes convertibility into fiat currency, commodities or other assets as a prerequisite of token money. If,
f or ar gsakeemetcdnsiders Bitcoin and evaluates it against this dichotomy, they have to conclude that
Bitcoin may fit in both categories. Firstly, Bitcoin is account-based, since every user has to create a digital
wallet, a type of an account, that supports the use of the Bitcoin blockchain network, and which is only
accessible to those that know the private key. To some extent, the private key knowledge can be a proxy for
identity verification. Secondly, Bitcoin may also fall into the category of token-based money, because when
paying with bitcoins, the networkd wsalidation process examines the transacting history of the token and
ensures that it has not been spent more than once (Garrat et al., 2020). According to the Bank of England and
Riksbank, the design choice between token and account-based systems is not a crucial one, since also a
token-based system may be connected to various identity-verification methods on par with the account-based
system (Bank of England, 2020) (Claussen, Armelius and Hull, 2021). However, it has to be noted that some
authors perceive the identity very narrowly as in referring to the personal identity of the account-holder, and
this include bitcoin directly in the category of token-based currencies (see for instance Auer and Bohme, 2020).
Furthermore, in trusted systems that necessitate some form of real-world identity tie for asset holders, even if
conditional, token-based systems do not offer material benefits over accounts and vice versa.

As f or the us-6wwmd t he term AE

Most relevant literature ut i | i ses the terms #AProof of Owner sihto p 0, f
describe this dichotomy of account-based versus token-based infrastructures. This naming scheme is largely
borrowed from the open blockchain space that operates underthepr i nci pl e of ACode i s Le

finality.Ina per f ect A Co dhe signisg oflagransactianonithl agrivate key would be definitive proof
of ownership and authorisation for a blockchain network that is agnostic as to intentions and other arbitrary
non-hardcoded rules (such as those of the legal system). That is regardless of whether this action was intended
or unintended or even unlawful. This approach is cherished by some and criticised by others. However, we
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